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OVERVIEW 
ISPT is committed to preventing, detecting and responding 
appropriately to any dishonest, fraudulent, collusive and/or 
corrupt behaviour. This also extends to managing the potential 
for any of these behaviours to be perceived to have occurred.

Our Policy establishes a commitment towards preventing, 
deterring, detecting and responding appropriately to the risk of 
dishonest acts, fraud, collusion and/or corruption (collectively 
fraud) within ISPT and in our external dealings.
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1. INTRODUCTION
ISPT is committed to preventing, detecting and responding 
appropriately to any dishonest, fraudulent, collusive and or 
corrupt behaviour. This also extends to managing the potential 
for any of these behaviours to be perceived to have occurred.

1.1 Purpose

This Policy establishes a commitment towards preventing, 
deterring, detecting and responding appropriately to the risk of 
dishonest acts, fraud, collusion and or corruption (collectively 
fraud) within ISPT and in its external dealings.

1.2	 Objectives

The Policy is established to facilitate the development of 
controls aiding in the detection and prevention of fraud. It is the 
intent of ISPT to promote consistent organisational behaviour 
by providing guidelines and assigning responsibility for the 
development and ownership of controls and the conduct of 
audits and investigations.

1.3 Responsibility

The Board has delegated authority for the oversight of this Policy 
to the Audit and Compliance Committee (ACC). The Board has 
delegated operational responsibility for fraud management to 
the Chief Executive Officer (CEO) and the Chief Financial Officer 
(CFO) through the approval of this Policy.

The roles and responsibilities in relation to fraud prevention, 
identification and remediation are identified in Section 5. 
Functional responsibilities are allocated between the Board, 
Audit and Compliance Committee (ACC), CEO, CFO and Internal 
Audit and External Audit as appropriate.

1.4 Scope

This Policy applies to all ISPT Companies and subsidiaries and, 
to the extent to which ISPT has control, any joint venture 
operations with which ISPT is associated.

It applies to any irregularity, or suspected irregularity, 
involving Directors, employees as well as consultants, vendors, 
contractors, and any other parties having a business relationship 
with ISPT.

2. DEFINITIONS
The following terms are used throughout the document and are 
defined below for the avoidance of doubt:

Fraud: Dishonestly obtaining a benefit or causing a loss by 
deception or other means. This includes:

• Any dishonest or fraudulent act;
• Misappropriation of funds, supplies, or other assets;
• Impropriety in the handling or reporting of money or 

financial transactions;
• Profiteering as a result of insider knowledge of ISPT 

activities;
• Disclosing confidential and proprietary information to 

outside parties;
• Accepting or seeking anything of material value from 

contractors, vendors, or persons providing services/
materials to the Company; and

• Destruction, removal, or inappropriate use of records, 
furniture, fixtures, and equipment; and/or any similar or 
related irregularity.

Collusion: A secret understanding between two or more persons 
to gain something illegally or to defraud another of their rights.

Corruption:	Dishonest activity in which an ISPT party acts 
contrary to the interests of the entity and or abuses their 
position of trust in order to achieve personal gain or advantage 
for themselves for another person or entity.

Reasonably held suspicions of fraud: Any suspicions other than 
those, which are raised maliciously and found to be groundless.
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3. FRAUD PRINCIPLES
The Board is committed to the prevention and detection of 
any fraud within ISPT, and to the rigorous investigation of any 
such cases. The Board encourages anyone having reasonable 
suspicions of fraud to report them. Therefore, it is also the 
Board’s position, which will be rigorously enforced, that 
no employee will suffer in any way as a result of reporting 
reasonably held suspicions.

The Board has defined its expectations for the identification, 
remediation and prevention of fraud, in terms of the following 
principles:

Principle 1: ISPT should:

• Develop, assess and maintain effective controls to detect 
and prevent fraud.

• Identify the risks and the extent to which ISPT’s systems 
and procedures are exposed to fraud risk.

• Report all suspected fraud as appropriate.
• Carry out investigations where fraud is suspected or if 

fraud occurs.
• Take appropriate legal and/or disciplinary action against 

perpetrators of fraud.
• Recover wrongfully obtained assets from fraudsters.

Principle 2: Staff are responsible for the prevention and 
detection of fraud.

Principle 3: All staff have a responsibility to immediately report 
any actual or suspected fraud.

Principle 4: ISPT will ensure fraud awareness training is in place 
to assist employees to identify and respond appropriately.

Principle 5: Audit will play a key role in fraud control, in the 
review and testing of controls and suggestion of improvements 
to the control framework.

Principle 6: ISPT requires all parties to demonstrate 
transparency and integrity in every decision and action taken to 
ensure impartiality of decision making, advice and review.

Principle 7: ISPT requires all parties to provide clarity around 
responsibility and accountability, including disclosures of any 
conflicts of interest.

Principle 8: ISPT requires all parties to act honestly and with 
integrity and to safeguard ISPT resources for which they are 
responsible.

Principle 9: Any investigative activity required will be conducted 
without regard to the suspected wrongdoer’s length of service, 
position, or relationship to ISPT.

Principle 10: Free and unrestricted access to all company 
records and premises, whether owned or rented, is to be 
provided to the investigating authority.

Principle 11: The ISPT Media and Social Media policies and 
delegated authorities are to be observed at all times. No party 
associated with ISPT shall make any public comment in relation 
to any suspected fraud or corruption, whether proven or 
otherwise.

Principle 12: In all cases confidentiality and procedural fairness 
is to be maintained.

Principle 13: Adequate insurance cover must be in place 
insuring against possible fraud activities. Fraud cover must be 
assessed, reviewed and monitored annually.

Principle 14: Upon discovery of a fraud, ISPT will review the 
control framework and identify control improvements to 
minimise the chance of similar fraud reoccurring.

Principle 15: ISPT will, where appropriate, report fraudsters to 
police and prosecute fraudsters.
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4. FRAUD CONTROLS
4.1	 Prevention	through	effective	controls

ISPT has implemented a variety of controls which seek to 
mitigate the risk of fraud. Some of the key controls include:

• Policies and procedures are in place, including a Code 
of Conduct and Statement of Ethics. These policies are 
reviewed biennially and adherence to the principles are 
confirmed annually;

• Appropriate segregation of duty arrangements, including 
the responsibility for authorising and arranging payments;

• Regular reconciliations of accounts;
• Establishment of a Whistleblower Policy and reporting 

mechanism. 
• Delegations of Authority frameworks;
• Background and police checks are completed on new 

appointments;
• IT security controls are in place, including appropriate 

access control measures;
• Remunerations structures which don’t incentivise 

fraudulent behaviour;
• Board approval and oversight of remuneration structures; 

and
• Continual reinforcement of ISPT’s values.

These controls are subject to regular review as part of the 
internal and external audit programs.

All business units are required to identify any opportunities for 
fraud which may exist within their area of responsibility and to 
ensure they have in place appropriate controls to both reduce 
the risk of fraud occurring and to detect any fraud which may 
occur.

Where an activity involves more than one business unit, 
each relevant manager is responsible for implementing and 
maintaining controls that specifically relate to their own area of 
responsibility.

The number and type of controls must be appropriate to both 
the likelihood of a particular fraud event occurring and to the 
magnitude of the consequences should a fraud occur. While the 
most common measurement of

consequence would be the size of the loss, the potential damage 
to ISPT’s reputation must also be taken into account.

Because the ideal is to prevent fraud, greater priority is given 
to prevention controls. However, detection controls are also 
necessary if it is not possible to put in place cost-effective 
prevention controls or if the existing prevention controls are 
circumvented. If a fraud does occur, controls are also necessary 
to reduce the potential impact.

Managers, with the assistance of Internal Audit, are required to 
monitor the operation of their internal controls and periodically 
assess their effectiveness and where necessary, improve the 
controls.

4.2 Awareness and culture

All ISPT Directors and staff are expected to operate in 
accordance with ISPT values, including acting honestly and 
ethically at all times.

Preventing fraud involves not only refraining from fraudulent 
activities but also being alert to the possibility of fraud and 
promptly reporting any suspicion of fraud. A fraud aware culture 
makes it clear fraud will not be tolerated and sends a clear 
message to potential fraudsters that they are likely to be caught 
and disciplined or prosecuted.
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5. ROLES AND RESPONSIBILITIES

Function Roles	and	Responsibilities

ISPT Board • Oversight of fraud via the Audit and Compliance Committee (ACC).

• Reviews and approves the Fraud Policy.

Audit	and	Compliance	Committee • Reviews the effectiveness of the Fraud Policy on behalf of the Board.

• Oversight of any fraud incidents.

CEO • Overall operational responsibility for preventing, detecting and responding 
appropriately to the risk of fraud within ISPT and in its dealings with parties.

CFO • Ensure adequate resources are available to identify fraudulent activities, establish 
controls and procedures for the prevention and detection of such activities, and 
provide guidance and instruction to all staff in relation to their responsibilities and 
fraud reporting requirements.

• Lead the investigation of reported fraud.

• Implement agreed strategies to prevent and or detect fraud.

• Ensure adequate fraud insurance is in place.

Manager,	Risk	and	Compliance • Implement regular review and assessment of fraud risk and appropriate action plans 
to address fraud risk.

• Report incidence of fraud to the ACC.

• Inform ASIC and/or AUSTRAC of all reportable fraud events.

Executive	Management • Accountable for preventing, detecting and responding appropriately to the risk of 
fraud within ISPT and in its dealings with key parties.

• Provide assistance and co-operate fully with any fraud investigations and report all 
instances of suspected fraud.

All	staff	and	contractors • Responsible for taking into account the need to prevent and detect fraud when 
carrying out their duties.

• Participate in risk management exercises and assist with the development of fraud 
control measures.

• Provide assistance and co-operate fully with any fraud investigations, and report all 
instances of suspected fraud.

Internal Audit • Regular review and testing of fraud controls and the provision of recommendations to 
improve the control framework.

• Periodic review and reporting (in line with the internal Audit Plan) on the overall 
adequacy of the arrangements for fraud prevention and identification.

External Audit • Consider fraud risk and controls as part of the annual financial statement audit 
process.

• Contribute to ensuring the financial statements are free from material misstatement.
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6. INVESTIGATION OF FRAUD
6.1	 Reporting

Any suspected fraud must be reported immediately to the Chief 
Financial Officer (CFO) who will evaluate the available evidence 
and determine whether an investigation is warranted. In the 
absence of the CFO, the Manager, Risk and Compliance will 
undertake the investigations into the fraud allegations.

The CFO will coordinate all investigations with the General 
Counsel and other affected areas, both internal and external. 
The CFO will, as soon as practicable, inform the CEO and the 
Chairs of the Board and the Audit and Compliance Committee.

Reporting is mandatory and any staff member failing to report 
will be subject to disciplinary action.

Where a party does not feel comfortable reporting their 
suspicions to the CEO, the CFO or the General Counsel, the party 
should report such matters to the Chair of the ACC.

6.2	 Investigation

If the investigation substantiates fraudulent behaviour, the 
CFO will issue reports to the relevant personnel, including the 
CEO and the Chair of the Board and the ACC, where deemed 
appropriate.

On receiving a report of suspected fraud or corrupt conduct, the 
CFO must note the receipt of the report, including the time and 
date the report is made, and details of matters raised. Where 
the issue may involve disciplinary action against a staff member, 
the General Manager, People and Culture must be advised.

As a general rule, only the CFO is authorised to undertake 
investigations into fraud allegations. The CFO is permitted to 
authorise another person to act in their place.

The CFO (or any other person authorised to conduct the 
investigation) may request the assistance of relevant managers 
and/or may employ the services of external experts.

For internal fraud investigations, this will be conducted 
discreetly, ensuring full records are kept and the privacy of all 
parties are protected.

Great care must be taken in the investigation of suspected 
improprieties or irregularities so as to avoid mistaken 
accusations or alerting suspected individuals that an 
investigation is under way.

6.3	 Preserving	evidence

The CFO (or any other person authorised to conduct an 
investigation) is responsible for ensuring evidence relating to a 
suspected fraud is preserved.

Prior to alerting the suspect they are under suspicion, the CFO 
will consult with internal experts (e.g. Internal Audit, the General 
Manager Information Technology) and/or external experts 
on how evidence can best be preserved, then implement the 
recommended course of action.

6.4	 Minimising	further	loss

Losses will not necessarily be covered by insurance and it may 
be impossible to obtain restitution from the fraudster. Therefore, 
it is essential once fraud has been established any further loss 
is prevented. Even if the loss is covered by insurance, further 
losses that occur after the fraud has been discovered are unlikely 
to be covered.

As fraud investigations can take time, precautions should also be 
taken while the investigation is being carried out.

Depending upon the severity of the fraud and on the extent of 
the existing evidence against the suspect, methods to deny the 
suspect the opportunity to commit further fraud include:

For internal fraud:

 • reallocation of duties; and
• in severe cases only, revocation of system access or a 

direction not to attend work. For external fraud:
• increased monitoring of all activities carried out by the 

person;
• put restrictions in place to stop any further fraudulent 

activity; and
• cease all communication with the fraudster unless 

otherwise directed by the CEO or external authorities  
(if involved).

6.5 Outcomes

Investigation results will not be disclosed or discussed with 
anyone other than those who have a legitimate need to know.

The decision to refer the results of an investigation to the 
appropriate law enforcement and/or regulatory agencies for 
investigation will be made in by the CEO, CFO, the General 
Counsel and the Chairs of the Board and the Audit and 
Compliance Committee.

Should fraud be associated with ISPT’s AFS Licence and 
represent a breach under the Licence, the matter is to be 
reported to ASIC promptly and within the statutory 10 day 
reporting requirement.

6.6	 Restitution

As far as possible, the perpetrators of fraud will be pursued 
for restitution. This will occur regardless of whether the 
perpetrators are also subject to criminal prosecution.

ISPT’s General Counsel will be consulted as to whether voluntary 
restitution should be sought in the first instance or whether 
legal action is required. If voluntary restitution is not an option, a 
decision may be made not to take legal action if the cost is likely 
to exceed the recoverable amount.

6.7 Insurance claims

If restitution is not achievable, a claim will be made on ISPT’s 
liability insurance policy, if possible.

The insurance policy may contain exclusions that prevent a 
claim in relation to a particular fraud. ISPT also needs to make 
a business decision on whether to make a claim, taking into 
consideration any repercussions on future premiums, as well as 
insurance availability.
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FURTHER INFORMATION ABOUT ISPT

6.8	 Informing	the	CEO,	ISPT	Board	and	Audit	and	 
Compliance	Committee

As soon as preliminary investigations confirm the fraud. The 
CFO will keep the CEO and the Chair of the Board and the Audit 
and Compliance Committee appropriately informed during the 
investigation.

6.9	 External	Communication

The CEO, in consultation with the Chair of the ISPT Board, is 
responsible for any communication with external parties.

As a general rule, any significant fraud would be reported by the 
Manager, Risk and Compliance to ASIC, and depending on the 
circumstances, AUSTRAC.

If the media becomes aware of a fraud involving ISPT, only the 
CEO and the Chair of the ISPT Board are authorised to respond 
to media queries.

6.10	 Reducing	the	risk	of	future	frauds

As fraud generally occurs because of inadequate prevention 
mechanisms, the occurrence of any fraud will result in an 
automatic review by the Internal Audit team and the Manager, 
Risk and Compliance. Any apparent gaps in the control 
environment will be investigated. Where possible, in consultation 
with relevant business unit managers, existing controls will be 
improved and/or new controls implemented.

 

7. CONFIDENTIALITY
Where possible, staff members who suspect a fraud are not 
permitted to discuss their suspicions with anybody other than 
the CFO to whom they reported their suspicion and the parties 
authorised to investigate the fraud.

Any suspected fraudster is innocent until proven guilty and their 
privacy must be protected.

A staff member who reports a fraud will not have their identity 
disclosed to any other party unless this is absolutely necessary. 
As a general rule, the identity of reporting staff will be disclosed 
only to the parties investigating the fraud, including the police if 
necessary.

Where a staff member erroneously reports a fraud, there will be 
no repercussions provided they follow the correct procedures 
and the report is made in good faith.

Vexatious or malicious allegations will not be tolerated. Any 
staff member making a vexatious or malicious allegation will be 
subject to disciplinary action.

8. REVIEW
This Policy will be reviewed by the Audit and Compliance 
Committee and approved by the ISPT Board, at least every two 
years.

Additional reviews will be conducted if required by changes to 
legislation or following the occurrence of any fraud event that 
reveals any inadequacies in this Policy.


